
Enhancing the performance of Windows Internet Explorer 8 
Helping end-users optimize their Internet Explorer 8 for maximum performance
Internet Explorer is one of most popular and trusted web browsers available to the public today. Since its inception in 1995, Internet Explorer has served as the launching pad to the Internet on Windows PCs. Each new version of Internet Explorer upgrades the performance and stability of the browser to ensure users have a superior experience while browsing the web. The release of Windows Internet Explorer 8 introduced a significant increase in terms of both end-user productivity and browser performance. 
Internet Explorer 8 was designed to be a fast browser: it should start quickly and load pages instantly. The ‘new tab’ page makes navigating the internet much faster and easier. Internet Explorer 8 also pioneered innovations like tab isolation to improve stability and automatic crash recovery. With these performance improvements, Internet Explorer 8 has enhanced the browsing experience of over 300 million consumers. 
This white paper will help you learn how to fix some common configurations of Internet Explorer 8 that slow down your web browsing. We will give you some insight into the complex browser ecosystem and walk through a series of tips and tricks for how to enhance the performance of Internet Explorer 8 to get you to your destination as quickly as possible. We will present these tips from least technical to most technical, so you can try as many solutions as you feel comfortable with. 
If you are using the new Windows 7 operating system, Internet Explorer 8 is already installed on your computer. If you are using Windows XP or Windows Vista, you will need to install Internet Explorer 8 as a separate upgrade. Please visit http://www.microsoft.com/ie8 for more information.

What can affect Internet Explorer’s performance?
When you click on the blue Internet Explorer ‘e’ icon to open up your Gmail or post an update on Facebook, you probably don’t realize how many pieces of software are working hard in the background. Most people are unaware of how complex an ecosystem the Internet really is. Internet Explorer is one of the many players in this ecosystem but probably the one you interact with most. The performance of Internet Explorer is determined by a number of factors -- software you may or may not know is on your computer, Internet connection speed and the speed of the site you are visiting, just to name a few.

Software written by developers at companies outside of Microsoft can plug into Internet Explorer. While we work very closely with these companies and provide them guidance to help them write software that gives our users a great experience on the web, we cannot guarantee that their code will of high quality.

Internet Explorer also spends time communicating with all of the anti-virus, firewall, and security software you may have on your computer. Sometimes these communications are replicated and may cause Internet Explorer to slow down unnecessarily.  
What is a browser add-on?

An add-on is software that adds functionality to the web browser.  Add-ons are sometimes referred to as plug-ins, extensions, or toolbars. Often add-ons are written by companies outside of Microsoft. Some add-ons are visible in the browser, and others run silently in the background. Our anonymous telemetry data tells us that the average Internet Explorer 8 user has five to six add-ons installed. Here are the top 20 most popular add-ons from all Internet Explorer 8 users worldwide as of July 2009. 

	Popularity
	  Add-on

	1
	  Google Toolbar

	2
	  Windows Live Sign-in Helper

	3
	  Adobe Acrobat Reader

	4
	  Windows Live Toolbar

	5
	  Yahoo! Toolbar

	6
	  Java Plug-in

	7
	  Thunder Download Manager

	8
	  KingSoft Browser Shield

	9
	  AVG Security Toolbar

	10
	  Skype

	11
	  Norton Internet Security

	12
	  McAfee VirusScan

	13
	  Kapersky Internet Security

	14
	  MSN Toolbar

	15
	  QQ Toolbar

	16
	  Baidu Toolbar

	17
	  AskBar

	18
	  Google Browser Address Error Redirector

	19
	  Spybot Search and Destroy

	20
	  Adware.StickyPops


Table: Data from July 2009
Although browser add-ons can add great new features to your browser, they can also introduce performance issues if written poorly.  Add-ons cause most browser crashes, accounting for over 70% of Internet Explorer 8’s crashes. Slowdowns in Internet Explorer 8 are very often caused by add-ons – especially when you open a new browser window or tab. 
Over time, web browsers accumulate add-ons that may affect the performance of the web browser. An installed add-on is automatically enabled and users may not be aware of which add-ons are installed. This means that many users have unwanted and unneeded add-ons installed and don’t even realize it. There are several methods of acquiring add-ons:

1. A computer manufacturer installs an add-on on your machine before you buy it. 

2. Third-party software includes options to install add-ons. Some users don’t realize that some software setup programs also add add-ons to Internet Explorer; not all setup programs indicate this clearly.

3. You may intentionally decide to install an add-on from the Internet Explorer 8 Gallery or from the provider’s website or downloads catalog directly (e.g. http://toolbar.live.com, http://downloads.cnet.com). 

Out of respect for your privacy, Internet Explorer 8 cannot distinguish between good add-ons and bad add-ons, making it difficult to tell the difference between an “original” browser issue and one introduced by the third-party code. Therefore your active involvement in the maintenance of your browser add-ons is the best way to ensure you are experiencing the intended performance of Internet Explorer 8.
1. Seek out and disable misbehaving add-ons
In Internet Explorer 8, it is easy to see the add-ons installed on your system and disable those that you don’t need. 

How to troubleshoot issues with add-ons
Running Internet Explorer in “No Add-Ons” mode is an easy way to see if add-ons are affecting the performance of your browser. 

Step 1. Hit Start and go to Run. Type in “iexplore.exe –extoff” and click OK. 
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Internet Explorer 8 will launch without add-ons enabled. Visit your regular sites and see if you experience the same problems. If Internet Explorer 8 running in the No add-ons mode is much faster than regular Internet Explorer 8, open the Manage Add-ons dialog and disable add-ons that you don’t use. 
Step 2. Click the gold Information bar that appears at the top of the page when Internet Explorer is running with add-ons disabled. Launch the Manage Add-ons dialog. 
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Disable toolbars
To easily disable a toolbar in Internet Explorer 8, click the ‘X’ next to the toolbar. 
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You will be prompted to disable the toolbar and any other related add-ons from the same company, in this example, the Contoso company. 
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Click ‘Disable’ to disable this add-on and next time you run Internet Explorer 8 it won’t automatically load; this add-on won’t slow down Internet Explorer again.
Manage Add-ons
In Internet Explorer 8, you can also check how long it takes for each add-on to load and disable add-ons that you don’t want or need.

Step 1. Go to Tools (  Manage Add-ons:
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In the Manage Add-ons dialog, you can take a closer look at how many seconds add-ons can add to the startup time of your browser. In this example, we can see that the Contoso Toolbar and Toolbar Helper add-on load times are adding approximately 1.42s + 2.85s = 4.27 seconds every time you open a new browser window or tab.
Step 2. Make sure you recognize and trust the add-ons that are enabled. Inspect the load time of each add-on and identify any that have larger than normal times. 
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From this dialog, we can easily enable and disable certain add-ons to improve the performance of the browser. 

Step 3. Select the add-on you want to disable. Click the ‘Disable’ button. 
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The changes will take effect when the browser is restarted and the toolbar will be disabled. Be sure to return to this dialog if you experience any slowness with your web browser. Sometimes it’s difficult to tell when a program has installed itself without your permission, but this is an easy way to check. 

The Internet Explorer team provides perspective on this as well: 

http://blogs.msdn.com/ie/archive/2009/07/18/how-to-make-ie-open-new-tabs-faster.aspx
http://blogs.msdn.com/ieinternals/archive/2009/07/20/IE8-Performance-and-Speed-Tips.aspx
We have identified several add-ons as known cases of incompatibility with Internet Explorer 8:
http://go.microsoft.com/fwlink/?LinkId=110570
2. Check your computer for malware and spyware

If you find that Internet Explorer 8 behaves strangely, crashing or visiting unwanted sites, it’s possible that there is malicious software installed on your computer. You should ensure that you have a trusted anti-virus program installed that actively checks your computer for malicious software like viruses, malware, Trojans, etc. 
Here are some recommendations for security software providers, based on your version of Windows: 

· http://www.microsoft.com/windows/antivirus-partners/windows-7.aspx
· http://www.microsoft.com/windows/antivirus-partners/windows-vista.aspx
· http://www.microsoft.com/windows/antivirus-partners/windows-xp.aspx
3. Verify the Restricted Sites list

If Internet Explorer 8 has an abnormally long load time, it may be because you have a large number of sites listed in your Restricted or Trusted sites zone. Some security programs like SpyBot Search & Destroy will place thousands of sites in these zones to try and prevent you from accessing unsafe websites. Although this is not the recommended implementation, you may have unknowingly applied this setting if you have ever used their “Immunize” feature.

Step 1. Click Tools ( Internet Options. Click the ‘Security’ tab. Click on the ‘Restricted sites’ icon and then click the ‘Sites’ button. 
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How many websites appear in the Restricted websites dialog? If there are over 10, you should delete a majority of the sites. 

Check with your anti-virus program and disable any settings that will add sites to the Restricted websites list.
Step 2. Select a website and click the ‘Remove’ button.
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Internet Explorer 8 includes the SmartScreen filter, a built-in security feature designed to help protect you from evolving web and phishing threats. If the SmartScreen filter detects a malicious website, Internet Explorer 8 will block the entire site. It can also provide a "surgical block" of malware or phishing hosted on legitimate websites – blocking just the malicious content without affecting the rest of the site.
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4. Make sure you have the latest add-ons and software updates 
It is important to keep your add-ons and plug-ins up to date. For example, it is widely known that older versions of Adobe Flash may result in browser crashes or hangs. If you have Google Desktop or other toolbars and extensions installed, please visit their home pages to make sure you have updated to the latest version. 

Please ensure that you are running the very latest version of your anti-virus, anti-malware and/or firewall programs. You should also ensure that your computer has all the security updates available at Microsoft Update.
5. Reset Internet Explorer 8’s settings 

Sometimes resetting Internet Explorer 8’s settings can mitigate troubling performance and stability issues. Visit this site to get software that will automatically reset your Internet Explorer 8 settings: http://support.microsoft.com/kb/923737/en-us 

Fix it tool: http://go.microsoft.com/?linkid=9646978
This tool will:

· Disable toolbars and add-ons

· Reset default web browser settings

· Reset privacy settings 

· Reset security settings 

· Reset advanced options 

· Reset tabbed browsing settings 

· Reset pop-up settings 

6. Run the Microsoft Help & Support troubleshooter
If you are still experiencing sub-optimal performance with Internet Explorer 8, try stepping through this online wizard to troubleshoot your browser.
http://support.microsoft.com/gp/pc_ie_intro
Advanced settings to improve Internet Explorer 8 performance
Through bug investigations and customer feedback, we’ve been able to identify certain computer settings that may cause web browsing slowdowns. Adjusting these settings can help optimize browser performance. Most of these settings require advanced knowledge of your browser and computer registry. In the near future, we will be providing an automated resource that will help you easily adjust these settings with confidence.  
1. Check the length of your User Agent string


What is a User Agent string?
Every web browser has a user agent string. The string is read by websites to identify your web browser, operating system and certain other technical system details about your machine. A website sometimes uses these details to decide what to display in your web browser. For example, if you visit a website with a Windows machine, it will offer Windows software for download. Sometimes when you install third-party software such as drivers for routers, webcams or sound cards, or visit non-Microsoft websites, extra information is appended to your user agent string.  

You can read more about the user agent string here: http://msdn.microsoft.com/en-us/library/ms537503(VS.85).aspx 

What happens when my User Agent string gets too long?
If a user agent string gets too long, the web site that is trying to read it may refuse your browser’s request for site content. This may result in an unnecessary slowdown as the web site and your browser communicate back and forth requesting information. 
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Figure: Example of a UA string that is over 200 characters.
2. Increase IE’s connection limit to optimize for multiple concurrent downloads 


Downloading multiple concurrent files
Internet Explorer 8 allows the browser to make up to 6 connections per server to retrieve information to display your web page. This means that when downloading multiple files at the same time, you can have a maximum of 6 concurrent downloads at any time from a particular server. Sometimes, increasing the maximum number of connections Internet Explorer 8 can make with a server at any given time can increase the performance of your browsing and downloading experience.
To learn how to increase the connection limits of Internet Explorer 8, visit http://support.microsoft.com/default.aspx/kb/282402. 


